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Abstract: Mobile Adhoc Network is a type of pre-existing network framework having collection of mobile nodes,
each acting as host as well as router, equipped with wireless communication and networking capability to communicate
with one another. MANET goal is to provide communication to the area where limited communication organization
exists. For communication between various nodes routing protocols forms important component. DSR computes the
routes when necessary and then maintains the same during the entire communication network. But it also suffers from
various types of attacks such as Black Hole attack and Gray Hole attack. So this paper is effort to evaluate the
performance of DSR and enhances its performance in MANET network by calculating matrices such as voice end-to-
end delay, network load, throughput, number of hops per route, retransmission attempts, packet delivery ratio, using

OPNET Modeler 14.5.
Keywords: MANET, DSR, Black Hole Attack.

1. INTRODUCTION

Mobile Adhoc Network is a type of pre-existing network
framework having collection of mobile nodes, each acting
as host as well as router, equipped with wireless
communication and networking capability to communicate
with one another. MANET goal is to provide
communication to the area where limited communication
organization exists. The nodes can move randomly and do
not necessitate pre-determined association of links to
communicate [3]. Mobile nodes which are within the radio
range to each other and can communicate directly to each
other through wireless links, whereas the nodes which are
far away depend on other nodes for communicating
messages to nodes at distant locations. So each node in
MANET can act as a host or as a router for
communication. Due to these characteristics, MANETS is
used in number of applications like in military where
nodes are scattered on battle field for surveillance mission,
in emergency and disaster struck areas where an
infrastructure is unavailable or unfeasible to install and for
ubiquitous computing for smart homes. To establish
communication within the network a routing protocol is
needed to discover routes between nodes. Routing in
MANET is broadly categorized in to Proactive Routing
Protocols and Reactive Routing Protocols [4].

Proactive protocols are Table-driven algorithms, which
stumble on the path to every other individual node in the
network, if there is a packet sending request or not, and
attempt to maintain consistent and efficient up-to-date
routing information from each node of network to every
other node within the network. The reactive protocols
maintain routing information at the network nodes only
when there is communication otherwise not and if a node
wants to send a packet to another node then reactive
protocol searches for the route in an on-demand manner
and establishes the connection in order to transmit and
receive the packet within the network[5][6].This research
empathizes on Reactive routing protocol’s DSR (Dynamic
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Source Routing) algorithm, due to its above discussed
properties.DSR computes the routes for data transfer when
needed and then maintains the same during the entire
communication process. There are two significant stages
in working of DSR: Route Discovery and Route
Maintenance. A host initiating a route discovery
broadcasts a route request packet which may be received
by those hosts within wireless transmission range.

The route request packet identifies the host, referred to as
the target of the route discovery, for which the route is
requested. If the route discovery is successful the initiating
host receives a route reply packet listing a sequence of
network hops through which it may reach the target as
having two route replies. In addition to the address of the
original initiator of the request and the target of the
request, each route request packet contains a route record,
in which is accumulated a record of the sequence of hops
taken by the route request packet as it is propagated
through the network during this route discovery.

In MANET, all networking functions such as routing and
packet forwarding, are performed by nodes themselves in
a self-organizing manner. For these reasons, securing a
mobile ad-hoc network is very challenging.The attacks can
be categorized on the basis of behavior of the attack i.e.
Passive or Active attack.A passive attack does not alter the
data transmitted within the network. Passive attacker does
not disrupt the operation of a routing protocol but attempts
to discover the important information from routed traffic.
Active attacks are very severe attacks on the network that
prevent message flow between the nodes.However active
attacks can be internal or external. Active external attacks
can be carried out by outside sources that do not belong to
the network. Internal attacks are from malicious nodes
which are part of the network, internal attacks are more
severe and hard to detect than external attacks. These
attacks generate unauthorized access to network that helps
the attacker to make changes such as modification of
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packets, DOS, congestion etc. [12][13]. The most
common attacks are Black hole or Black Hole Attack is a
type of internal attack, where internal malicious nodes get
fit in between the routes of source and destination in the
network and capable of conducting the attack during data
transmission. Internal attacks are more vulnerable to
protect against this mishehaving because it is very difficult
to detect them [14]. Black Hole Attack is known as routing
misbehavior attack which leads to dropping of messages.
Black Hole attack works in two phases. In the first phase
the node advertises itself as having a valid route to
destination while in second phase, nodes drops intercepted
packets with a certain probability [15]. This research
empathizes on Black Hole attack, it’s effects over
MANET Network under DSR protocol algorithm, and
optimization of DSR algorithm to reduce or eliminate the
black hole attack effect over DSR Route Information
based IEEE 802.11g MANET.
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2. SIMUATION SETUP
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The DSR protocol is enhanced by optimizing its
maintance hand-off time and Non- propagation route
requests. The proposed algorithm is designed using
OPNET Modeler 14.5 and investigated different MANET
networks with varying network areas of [100%100 m?, ,
200*200 m?, , 300*300 m?and 400*400 m?] with mobile
nodes with mobility of uniform[0.8-1.2] m/s having
densities [20, 40, 60, 80] respectively.
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3. RESULTS AND DISCUSSION

To evaluate the overall performance of various reactive
ad-hoc routing protocols, we have determined the various
QoSparameters such as Throughput, End-to-End Delay,
Route Discovery time, number of hops per route, Network
Load for MANET network.

i) To analyze the performance of DSR for End-to-End
Delay parameter, it is plotted at Y axis along with
maintenance hold off time at X axis. The value of End-to-
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End Delay parameter is minimum for 20 nodes at 0.25 nodes as shown in figure 10.

maintenance timeas shown in figure 8 and maximum at

0.15 for 80 nodes.
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Figure 8: End-to-End Delay of traffic stations in IEEE

ii) To analyze the performance of DSR for Retransmission
attempts parameter, it is plotted at Y axis along with
maintenance hold off time at X axis. The value of
Retransmission attempts parameter is minimum for 20
nodes at 0.25 maintenance time as shown in figure 9and
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iii) To analyze the performance of DSR for MANET
throughput parameter, it is plotted at Y axis along with
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Figure 10: Throughput IEEE 802.11 g MANET at
varying MHI

iv) To analyze the performance of DSR for Network Load
parameter, it is plotted at Y axis along with maintenance
hold off time at X axis. The value of Network Load
parameter is minimum at 0.1 for 20 nodes and maximum
at maintenance hold off value of 0.25 for 80 nodes as
shown in figure 11.

9000 ‘ . _
| O o i H
00 : ‘
7010
& oo - DSR2 Noces
@, . .
H === SR 40 Nodes
2 510
=
g === D3R 60 Nodes
i
z === D3R §0 Nodes
o ‘
2 30 :
20 i
A : i
H H |
1000 " ; '
) | i i
01 015 02 0% 0

Maintance Handoff Intenal (sec.|

Figure 11: Network Load of IEEE 802.11g MANET at
varying MHI

maintenance hold off time at X axis. The value of v) To analyze the performance of DSR for Packet

MANET throughput parameter is maximum at 0.2 for 80
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Delivery Ratio parameter, it is plotted at Y axis along with
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maintenance hold off time at X axis. The value of Packet
Delivery Ratio parameter is maximum at 0.1 for 20 nodes
and minimum at maintenance hold off value of 0.25 for 80

nodes as shown in figure 12.
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vii) To compare the performance of DSR and EDSR for
End to End Delay parameter, it is plotted at Y axis along
with maintenance hold off time at X axis. The value of

End to End Delay parameter for EDSR is reduced as

compared to DSR as shown in figure 14.
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MANET

vi) To analyze the performance of DSR for Normalized

routing Load parameter, it is plotted at

maintenance hold off time at X axis. The value of
Normalized routing Load parameter is minimum at 2.0 for 0.2
40 nodes and maximum at maintenance hold off value of 1

for 80 nodes as shown in figure 13.

Black Hole Attack

viii) To compare the performance of DSR and EDSR for

Retransmission Attempts parameter, it is plotted at Y axis

Y axis along with

along with maintenance hold off time at X axis. The value
of Retransmission Attempts parameter for EDSR is
reduced as compared to DSR as shown in figure 15.
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iX) To compare the performance of DSR and EDSR for
Normalized Routing load parameter, it is plotted at Y axis

along with maintenance hold off time at X axis. The value
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of Normalized Routing load parameter for EDSR is
reduced as compared to DSR as shown in figure 16.
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Figure 16: Normalized Routing Load Comparison b/w
DSR & EDSR in IEEE 802.11g MANET w.r.t Node
Density under Black Hole Attack

X) To compare the performance of DSR and EDSR for
Number of Hops parameter, it is plotted at Y axis along
with maintenance hold off time at X axis. The value of
Number of Hops parameter for EDSR is reduced as
compared to DSR as shown in figure 17.
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axis along with maintenance hold off time at X axis. The
value of Packet Delivery Ratio parameter for EDSR is
enhanced as compared to DSR as shown in figure 18.

4. CONCLUSION

The simulation model of MANET network using DSR
protocol is developed using OPNET 14.5 simulator and
analyzed for different parameters. DSR value is evaluated
at different densities like 20,40,60,80 nodes and also its
value is enhanced for different parameters like end to end
delay parameters, no of hops per route, retransmission
attempts etc it’s showed how the EDSR (Enhanced DSR)
value is enhanced at different parameters.
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